The Double Transposition Cipher
This Low Grade Cipher will be used by the headquarters of all units and formations, not possessing a common higher grade cipher, for tactical messages dealing with operations, movements and administrative plans likely to be effective in the near future. Messages dealing with plans or operations scheduled to take effect after more than 48 hours will not be sent by wireless unless a medium or high grade cipher is available.

Whilst in actual contact with the enemy, when speed is of more importance than security, messages dealing with the immediate future may be passed by forward units in clear, but in this event formations and units will invariably be referred to by their code signs.

Provisional Instructions for the use of Army Low Grade Cipher [Double Transposition]
1. "Double Transposition" uses the actual letters of the message to be enciphered, simple letter-equivalents being substituted for figures and punctuation before enciphering is begun. The order of the letters is then changed in a complex manner, according to a definite plan, by the encipherer and restored in due course to its original form by the decipherer, using the identical plan. It is simple but demands painstaking accuracy as the only sure check that enciphering is correct is the complete decipherment of the cryptogram. If it is used correctly, this cipher provides sufficient security for the type of traffic it is intended to carry.

2. The method is demonstrated below.

a. Enciphering

i. Under a row of numbers in a pre-arranged jumbled order (the “primary transposition key"), write the clear text row by row, e.g. "Intense enemy artillery bombardment":
	3
	1
	2
	4
	4
	6
	9
	5
	7

	I
	N
	T
	E
	N
	S
	E
	E
	N

	E
	M
	Y
	A
	R
	T
	I
	L
	L

	E
	R
	Y
	B
	O
	M
	B
	A
	R

	D
	M
	E
	N
	T
	
	
	
	


ii. Count the number of letters (32 in this case).

iii. Now extract the text column by column by taking the column headed ‘1’ first, then the column headed ‘2’ second and so on, and write the letters thus extracted horizontally, row by row, beneath a pre-arranged secondary transposition key.

	6
	1
	4
	2
	7
	3
	5

	N
	M
	R
	M
	T
	Y
	Y

	E
	I
	E
	E
	D
	E
	A

	B
	N
	N
	R
	O
	T
	E

	L
	A
	S
	T
	M
	N
	L

	R
	E
	I
	B
	
	
	


​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​
iv. Count the number of letters. This must agree with the count in (ii) above.

v. Finally, take out the letters vertically, column by column, as in state (ii) and write the result in groups of five letters, thus:-

MINAE  MERTB  YETNR  ENSIY  AELNE  BLRTD  OM

vi. Count the number of letters. This must agree with the counts made in (ii) and (iv) above.

vii. If the last cipher group contains less than five letters it will on no account be completed to a five-letter group.

b. Deciphering 

i. Write out the second transposition key and construct beneath it a "cage" that will exactly hold the letters of the cryptogram. This is done by dividing the number of letters in the text by the key length of the secondary transposition key. The "quotient" is the number of complete rows required and the "remainder" is the number of squares required in the bottom line. The unwanted squares MUST BE BLOCKED OUT.

In the example given the secondary key length is 7 and there are 32 letters in the cryptogram. A cage of four complete rows and the four left had squares in the fifth row (the remaining three square being blocked out) is therefore required. In this cage write the cryptogram vertically column by column beginning with column headed 1, then column headed 2 etc, in the order given by the transposition key until all the letters of the cryptogram have been written in the cage.
	6
	1
	4
	2
	7
	3
	5

	N
	M
	R
	M
	T
	Y
	Y

	E
	I
	E
	E
	D
	E
	A

	B
	N
	N
	R
	O
	T
	E

	L
	A
	S
	T
	M
	N
	L

	R
	E
	I
	B
	
	
	


ii. Now write out the primary transposition key and construct beneath it a cage to hold 32 letters. The primary transposition key length being 9, three complete rows and the first five squares of the fourth row are required, the last four squares being left empty. In this cage write out the rows of letters from the preceding cage in (i) vertically column by column beginning with column headed 1, then column headed 2 etc, in the order given by the transposition key until all the letters of the cryptogram have been written in the cage.
	3
	1
	2
	4
	4
	6
	9
	5
	7

	I
	N
	T
	E
	N
	S
	E
	E
	N

	E
	M
	Y
	A
	R
	T
	I
	L
	L

	E
	R
	Y
	B
	O
	M
	B
	A
	R

	D
	M
	E
	N
	T
	
	
	
	


iii. The clear text can now be read off horizontally row by row.

c. Note. Counting the letters at every stage is the only possible check of accuracy and it must never be omitted.

d. Both enciphering and deciphering will normally be carried out on squared paper (½" squares) which will be issued in pads for the purpose. As a temporary expedient, however, any thin foolscap paper can be used if it is laid over a "master sheet" made of stout paper ruled in ½" squares with heavy ink lines.

3. Concealed Addresses
The address "from", date-time of origin, addresses "to" (both "action" and "information"), the originator's number and any reference number quoted which immediately follows it will be enclosed within brackets and will be inserted at a convenient point in the text (not at the beginning or end) and enciphered at that point. The decipherer will restore these details to their correct places on the message form. "Action" addresses will be separated from "Info" addresses by "RPTD" (repeated).

4. Stereotyped beginnings and endings
Beginnings such as "SITUATION", "SITREP", "FOLLOWING", "REFERENCE" and endings such as "ACK" and "ALL INFORMED" are dangerous. Stereotyped beginnings will be enciphered with the concealed address between the last item of the concealed address and the closing bracket and restored to their correct place by the decipherer. In the same way stereotyped endings will be placed in brackets, near, but not at, the end of the message before enciphering is begun and restored to their correct places by the decipherer.

5. Short Messages
No cryptogram of a message (or part of a message sent as a separate cryptogram) will contain less than 40 letters. Messages containing fewer letters will be made up to more than forty by adding vowels (A, E, I, O or U) at the end of the clear text before the enciphering is begun. The insertion of these vowels after enciphering will render the whole message undecipherable. The vowels must be added in jumbled order and the practice of making up a message to exactly 40 letters will be avoided. The whole message (including the appended vowels) will then be enciphered in the normal way.

6. Long Messages
Not more than 300 letters will be enciphered on one pair of transposition keys. If a message requires more than 300 letters it will be divided into convenient parts, each containing less than 300 letters and each part will be enciphered as if it were a separate message with a new indicator and the corresponding keys. The addresses and date-time of origin will be enciphered in the first part only as laid down in para 3.
Near, but not at, the end of the first part, "PART TWO FOLLOWS" will be inserted within brackets and enciphered with the rest of the message. In succeeding parts the reference number, date-time or origin and "PART …" will be inserted, within brackets, near, but not at, the beginning of the part and "PART … FOLLOWS" will be inserted, within brackets, near, but not at, the end of the part. These two items will then be enciphered with the part. The last part will be identified by the addition of the words "AND LAST" after the part number.

7. At the end of the cryptogram, immediately after the repeated indicator, the number of letters in the message (or message part) will be written followed by the day of the month on which enciphering was begun. The two numbers will be separated by an oblique strike, e.g. 179/12 will indicate that there should be 179 letters in the cryptogram and that enciphering began on the 12th day of the month. Before the deciphering of a message is begun the number of letters stated will be checked by a count of the numbers of letters actually in the cryptogram.

8. Numbers and punctuation
0 (ZERO) and the numbers from 1 to 10 inclusive when they occur singly will be spelt out. For all other numbers the figures will be replaced by two-letter groups, using the table given below, before enciphering is begun.

0

B G
1

J R
2

K L
3

T C
4

N H
5

S X
6

W F
7

D Q
8

P V
9

Z M

When it is necessary, in order to prevent confusion, to separate two numbers which have been encoded using this table, e.g. pt 76 3582, the word SPACE will be inserted in the appropriate place, thus: DQWFSPACETCSXPVKL.

Punctuation will be replaced by the groups given below before enciphering is begun.

Full stop 

SSS
Dash or Hyphen
NNN
Bracket

RRR
Oblique Stroke
TTT 

It will be seen from the above that no figures or punctuation signs will appear in the cipher text.

Example usage of Double Transposition Cipher

1 2 3 4 5, Once I caught a fish alive, 6 7 8 9 10, Then I let it go again. Why did you let it go? Because it bit my finger so. Which finger did it bite? This little finger on the right.
Stage 1:  Converting numbers and punctuation to letters

JRKLTCNHSXONCEICAUGHTAFISHALIVEWFDQPVZMTENTHENILETITGOAGAINWHYDIDYOULETITGOBECAUSEITBITMYFINGERSOWHICHFINGERDIDITBITETHISLITTLEFINGERONTHERIGHT (143 letters)
Stage 2:  Primary key is 7 11 1 13 14 5 2 9 12 8 4 3 6 10   (14 columns)
	7
	11
	1
	13
	14
	5
	2
	9
	12
	8
	4
	3
	6
	10

	J
	R
	K
	L
	T
	C
	N
	H
	S
	X
	O
	N
	C
	E

	I
	C
	A
	U
	G
	H
	T
	A
	F
	I
	S
	H
	A
	L

	I
	V
	E
	W
	F
	D
	Q
	P
	V
	Z
	M
	T
	E
	N

	T
	H
	E
	N
	I
	L
	E
	T
	I
	T
	G
	O
	A
	G

	A
	I
	N
	W
	H
	Y
	D
	I
	D
	Y
	O
	U
	L
	E

	T
	I
	T
	G
	O
	B
	E
	C
	A
	U
	S
	E
	I
	T

	B
	I
	T
	M
	Y
	F
	I
	N
	G
	E
	R
	S
	O
	W

	H
	I
	C
	H
	F
	I
	N
	G
	E
	R
	D
	I
	D
	I

	T
	B
	I
	T
	E
	T
	H
	I
	S
	L
	I
	T
	T
	L

	E
	F
	I
	N
	G
	E
	R
	O
	N
	T
	H
	E
	R
	I

	G
	H
	T
	
	
	
	
	
	
	
	
	
	
	


Stage 3: Secondary key is 4 6 11 9 3 7 2 5 1 12   

(12 columns)
	4
	6
	11
	9
	3
	7
	2
	5
	1
	12
	8
	10

	K
	A
	E
	E
	N
	T
	T
	C
	I
	I
	T
	N

	T
	Q
	E
	D
	E
	I
	N
	H
	R
	N
	H
	T

	O
	U
	E
	S
	I
	T
	E
	O
	S
	M
	G
	O

	S
	R
	D
	I
	H
	C
	H
	D
	L
	Y
	B
	F

	I
	T
	E
	C
	A
	E
	A
	L
	I
	O
	D
	T

	R
	J
	I
	I
	T
	A
	T
	B
	H
	T
	E
	G

	X
	I
	Z
	T
	Y
	U
	E
	R
	L
	T
	H
	A

	P
	T
	I
	C
	N
	G
	I
	O
	E
	L
	N
	G

	E
	T
	W
	I
	L
	I
	R
	C
	V
	H
	I
	I

	I
	I
	B
	F
	H
	S
	F
	V
	I
	D
	A
	G

	E
	S
	N
	L
	U
	W
	N
	W
	G
	M
	H
	T

	N
	T
	G
	F
	I
	H
	O
	Y
	F
	E
	G
	


Stage 4: Final ciphertext
IRSLI HLEVI GFTNE HATEI RFNON EIHAT YNLHU IKTOS IRXPE IENCH ODLBR OCVWY AQURT JITTI STTIT CEAUG ISWHT HGBDE HNIAH GEDSI CITCI FLFNT OFTGA GIGTE EEDEI ZIWBN GINMY OTTLH DME 143/20
